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ABSTRACT

The goal of this study is to improve patient care and enable real-time decision-making by
enhancing an advanced Internet of Things (IoT)-based healthcare system using fog computing,
data routing algorithms, and Artificial Intelligence (Al) models. Al models for anomaly detection,
fog computing for low-latency data processing, IoT devices for continuous patient data collecting,
and improved data routing for smooth communication between cloud systems, fog nodes, and [oT
devices are all integrated into the system. Incorporating mathematical models for data routing
optimization, latency minimization, and Al training ensures system scalability, accuracy, and
efficiency. By reducing latency, increasing throughput, and improving decision-making accuracy,
the suggested solution successfully tackles issues in real-time healthcare monitoring. Healthcare
service delivery has significantly improved when performance is evaluated using important
parameters such as accuracy, dependability, scalability, throughput, energy usage, and latency.
The system achieves an overall accuracy of 96.8%, according to the data, which is a significant
improvement above traditional methods. In addition to improving the effectiveness of real-time
patient monitoring, this integrated strategy opens the door for context-aware, adaptive, and
predictive healthcare solutions, which will ultimately improve patient outcomes and healthcare
infrastructure.

Keywords: Artificial intelligence, Fog computing, Data routing, loT-based healthcare, scalability,
Accuracy, Latency, anomaly Detection, Real-time Decision-making, and Healthcare monitoring.

1. INTRODUCTION

Numerous industries have been profoundly impacted by the Internet of Things' (IoT) rapid
expansion, and one of the most potential industries to gain from IoT-driven innovation is
healthcare. IoT technologies are being used more and more by healthcare systems to gather data
in real time from a variety of medical devices, including wearables, sensors, and monitoring
systems. When properly handled, this data can facilitate prompt decision-making and increase
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operational efficiency, which can improve patient care. However, there are issues with data

transmission, processing, and storage due to the massive volume of real-time data produced by
IoT devices. The combination of fog computing, artificial intelligence (AI) models, and data
routing algorithms is essential for optimizing healthcare systems in order to handle these issues
and guarantee that important healthcare decisions are made quickly. Together, these technologies
provide a strong system that can manage real-time data streams while guaranteeing scalable
processing power, low latency, and high dependability. Advanced data analysis, decision-making,
and predictive capabilities all essential in a changing healthcare environment—are made possible.
Instead of depending entirely on centralized cloud servers, fog computing is a type of decentralized
computing in which data is processed closer to the point of generation (the "edge" of the network).
Fog computing makes it possible to handle medical data from Internet of Things devices quickly
in a healthcare setting. This allows for almost instantaneous reactions, which are crucial in
situations involving vital healthcare, including emergency medical services or remote patient
monitoring. In order to analyze the enormous volumes of data that IoT devices collect, artificial
intelligence models in particular, machine learning and deep learning—are essential. Al can
forecast possible health hazards, suggest individualized therapies, and even help physicians make
decisions by learning from past data.

The effective transfer of data between devices and processing systems is guaranteed by data
routing algorithms. Because [oT networks are vast and dispersed, data routing optimization is
crucial to lowering latency, avoiding bottlenecks, and guaranteeing that the correct data gets to the
right system in real time. In time-sensitive circumstances, efficient routing guarantees that medical
professionals obtain the most recent information. These technologies—IoT, fog computing,
artificial intelligence, and data routing algorithms—combine to provide the basis for effective,
real-time decision-making in healthcare systems. For example, based on real-time data and Al-
driven analysis, this integrated system can notify medical personnel of imminent medical
catastrophes, such a heart attack or stroke, in critical care, when every second counts. It can also
suggest the optimal course of action,

Furthermore, by facilitating ongoing monitoring and individualized treatment regimens, real-time
decision-making enabled by IoT, fog computing, and Al can improve patient experiences. IoT-
driven health monitoring systems can track vital signs over time for patients with chronic
conditions and notify physicians when action is required, improving long-term condition
management and lowering hospital readmissions. By increasing the availability, effectiveness, and
precision of medical treatments, this paradigm shift towards IoT-driven healthcare systems
supported by fog computing and Al has the potential to completely transform healthcare delivery.
For healthcare systems to become even more predictive, adaptive, and able to handle the growing
needs of contemporary healthcare, these technologies must be further improved.

The main objectives:
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e Facilitate real-time healthcare data collection and monitoring, leverage IoT-driven
technology.
e For low-latency processing of medical data that guarantees quick analysis and reaction,
incorporate fog computing.
e Use Al models to improve clinical outcomes through predictive insights, decision support,
and analysis of healthcare data.
e C(Create effective data routing algorithms to maximize and expedite timely data transfer in
medical networks.
e Integrate fog computing, Al, and IoT into a single healthcare solution to improve patient
care and real-time decision-making.

The restricted use and integration of sophisticated machine learning algorithms with Internet of
Things (IoT) technologies for real-time speech pathology monitoring systems is the research gap
noted by Al-Dhief et al. (2020). Although vocal pathology detection using [oT devices has been
studied in the past, there aren't many comprehensive methods that integrate loT with machine
learning for precise, scalable, and real-time monitoring. Further innovation in system integration
and algorithm refinement is necessary, as many current systems are not flexible enough to operate
in a variety of clinical situations and may not offer context-aware or individualized diagnosis.

2. LITERATURE SURVEY

Nayyar et al. (2019) point out that fog and edge computing solve cloud latency problems by
processing data locally at network edges in real-time IoT applications including driverless cars,
smart cities, and healthcare. These paradigms, which are made possible by enhanced cloud
computing capabilities, 4G, and energy-efficient sensors, guarantee low-latency, effective Big
Data processing.

Tuli et al. (2020) suggested HealthFog, an IoT-enabled fog computing system that incorporates
ensemble deep learning for effective diagnosis of heart disease. It maximizes accuracy and
response time while reducing latency, energy consumption, and bandwidth by utilizing FogBus.
For latency-sensitive healthcare applications, HealthFog outperforms standard cloud-based
systems because to its adjustable modes, which provide high-quality service in a variety of settings.

Wadhwa and Aron (2018) fog computing improves cloud computing by lowering latency and
putting storage and processing power closer to Internet of Things devices. In order to maximize
fog node use and scheduling for intelligent healthcare systems, the study looks at fog computing
architecture, applications, and resource provisioning techniques.

Mutlag et al. (2019) examined 99 articles from 2007 to 2017 in order to do a comprehensive
review of fog computing technologies for healthcare 1oT systems. Healthcare applications benefit
greatly from fog computing's real-time capabilities, low latency, scalability, and security. In
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highlighting frameworks, concepts, and architectures, the review emphasizes fog's superiority over

cloud computing in terms of satisfying latency-sensitive criteria in healthcare.

Mahmud et al. (2020) fog computing improves loT-enabled smart environments by lowering
latency and network congestion by executing applications close to data sources. With an emphasis
on design, location, and maintenance, the article examines application administration strategies in
fog environments. In order to maximize fog node use for real-time applications, it provides a
taxonomy, points out research gaps, and makes recommendations for future initiatives.

Emami Khansari and Sharifian (2019) suggest a cloud-based platform for fog computing loT
service management in order to maximize QoS parameters such as resource usage, latency, and
bandwidth. With the use of an evaporation-based water cycle algorithm (EG-ERWCA) and a
multi-objective evolutionary game theory, the method outperforms current approaches in terms of
CPU usage, power efficiency, and IoT workflow latency by 2.66 times.

Customer satisfaction, accuracy, and cost effectiveness are all increased when Al, loT, CRM, and
cloud computing are integrated into banking applications, according to Kethu (2020). A fully
integrated framework lowers response times and transaction costs while improving banking
operations and customer engagement, according to the study's findings.

Hu et al. (2019) integrate body-sensing, fog, and cloud layers in their IPv6-based system for fog-
assisted healthcare monitoring. While the cloud manages additional analysis, the fog layer handles
data that must be processed quickly. The system predicts the severity of chronic diseases with high
accuracy and less reaction delay than IPv4-based environments by using cascaded deep learning
and time-threshold resource scheduling.

In order to improve safe data transmission and resource allocation in fog computing environments,
Kadiyala (2019) suggests a hybrid clustering approach that combines DBSCAN, fuzzy C-Means,
and ABC-DE optimization. In comparison to conventional clustering techniques, the study shows
increased accuracy, decreased latency, and optimum bandwidth use.

Kaur et al. (2020) fog computing is a distributed model that uses terminal devices for localized
data processing to overcome the bandwidth and latency constraints of cloud computing. The
chapter examines resource coordination and deployment strategies, contrasts fog and cloud
architectures, and describes fog analytics for data localization. It also describes future research
directions, such as dimensionality reduction and deep learning for Big Data optimization.

For cloud-based healthcare systems, Devarajan (2020) suggests a thorough security management
structure that incorporates risk assessment, encryption, blockchain, and ongoing monitoring to
safeguard private patient information. According to the survey, this strategy improves healthcare
businesses' operational effectiveness, data security, and regulatory compliance.
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Boyapati (2019) examines how the improvement of access to financial services through Cloud

IoT-enabled digital financial inclusion lowers income inequality between urban and rural
locations. The research emphasizes how incorporating cutting-edge analytical methods improves
economic justice and encourages inclusive financial practices.

Butpheng et al. (2020) examine loT-cloud-based e-Health systems, emphasizing privacy,
security, and the incorporation of clever strategies between 2017 and 2020. They emphasize how
e-Health functionality is improved, misinformation risks are reduced, and informed health
decision-making is empowered by IoT and cloud computing. Secure, intelligent applications are
emphasized as being essential to the advancement of e-Health systems in the study's discussion of
difficulties, advantages, and emerging trends.

To improve loT data security, Kadiyala (2020) suggests a hybrid encryption technique that
combines Super Singular Elliptic Curve Isogeny Cryptography (SSEIC) with Gaussian Walk
Group Search Optimization (GWGSO) and Multi-Swarm Adaptive Differential Evolution
(MSADE). According to the study, this method increases encryption's speed, strength, and defense
against quantum attacks.

Ahmadi-Assalemi et al. (2020) their analysis of [oT developments for next-generation systems,
concentrate on 5G-10T scenarios. They investigate technologies that allow for seamless HetNet
connectivity, low latency, and large data rates, such as MIMO, NFV, D2D communication, and
CRAN. The potential of 5G-IoT in smart systems is highlighted by emerging use cases that are
powered by Al and machine learning, with a focus on QoS requirements, edge computing, and
standardization problems.

Al-Dhief et al. (2020) examine machine learning algorithms and Internet of Things frameworks
in the healthcare industry, with a particular emphasis on speech pathology surveillance systems.
They draw attention to the paucity of research on identifying particular illnesses, such as laryngeal
cancer, and stress the necessity of sophisticated loT-based solutions. In order to improve diagnosis
and treatment for both patients and physicians, the article addresses existing methods, applications,
difficulties, and unresolved topics.

In order to improve real-time disease diagnosis in IoT-enabled healthcare systems, Natarajan
(2018) suggests a hybrid model that combines Radial Basis Function Networks (RBFN), Genetic
Algorithms (GA), and Particle Swarm Optimization (PSO). The study outperforms traditional
approaches to healthcare data management in terms of accuracy, sensitivity, and specificity.

In order to guarantee safe, real-time data transmission while preserving data privacy and adhering
to healthcare norms, Samudrala (2020) suggests an Al-driven anomaly detection methodology
for multi-cloud healthcare systems. When compared to conventional techniques, the model
enhances detection accuracy, scalability, and system security.

3. METHODOLOGY
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In order to guarantee real-time decision-making, this study suggests a strong loT-driven healthcare

system that makes use of fog computing, Al models, and data routing algorithms. In order to
provide smooth communication between IoT devices, fog nodes, and cloud systems, the
methodology combines IoT devices for data collecting, Fog Computing for low-latency data
processing, Al models for anomaly detection and prediction, and efficient data routing. Every
element is made to improve the system's scalability, precision of decision-making, and efficiency.
To guarantee dependable and effective real-time healthcare monitoring, mathematical
formulations for data routing, latency minimization, and Al training are provided, along with an
algorithm for data routing optimization.
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Figure 1: Integrated Framework for Healthcare Data Management and Decision Support

This Figure 1 shows a comprehensive system for managing healthcare data, beginning with the
gathering and transfer of data via fog nodes and sensors (ZigBee, LPWAN). To improve the health
data that has been gathered, the pre-processing layer incorporates data filtering and noise
reduction. The use of big data in analytics and storage allows for decision support systems and
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predictive insights. The metrics layer assesses performance, dependability, and accuracy. Real-

time warnings, emergency notifications, and telemedicine services are provided by decision
support. Data routing also guarantees SDN, bandwidth allocation, and security for safe and
effective data processing and transfer across the system.

3.1 IoT Data Collection and Preprocessing

IoT devices gather patient information including blood pressure, heart rate, and ECG readings. To
remove duplication and guarantee data quality, preprocessing entails filtering methods like noise
reduction, data normalization, and feature extraction. In order to facilitate effective processing and
analysis by fog and cloud systems for real-time healthcare decision-making, this stage converts
raw data into structured, useful inputs.

D. = f(Dr,m) (D
Where D, is cleaned data, Dy is raw data, and 7 represents preprocessing filters.
3.2 Fog Computing for Low-Latency Data Processing

By processing loT data locally, fog nodes lessen the need for cloud transfer, allowing for real-time
analysis. In crucial healthcare applications, this guarantees quicker decision-making and
drastically reduces latency. A low-latency solution for effective and time-sensitive patient
monitoring systems is offered by the total processing delay (T, ), which combines edge processing
time, fog computation time, and communication delays.

T, =T, +Tf +T, (2)
Where T, is edge processing time, Ty is fog processing time, and T, is communication delay.
3.3 AI Models for Anomaly Detection

By using supervised learning approaches, Al models examine processed healthcare data to find
anomalies, such arrhythmias. These models are highly accurate in classifying anomalies because
they are trained on annotated datasets. Al models improve early diagnosis by identifying abnormal
patterns in real-time, allowing for timely interventions and better results in crucial medical
situations like cardiac monitoring.

$ = a(WX + b) 3)

Where 7y is the predicted output, W is weights, X is input, b is bias, and o is the activation
function.
3.4 Data Routing Optimization Algorithms
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By choosing the best routes for data transmission, data routing enables smooth communication

between cloud systems, fog nodes, and [oT devices. The main objective is to reduce the overall
routing cost C,, which is determined by multiplying the data rate by the latency for each path.
Reliable real-time healthcare monitoring, minimal latency, and lower overhead are all guaranteed
by efficient routing.

G = ?:1 (R; - Ly) (4)
Where R; is the data rate, L; is latency for path i, and n is the number of routes.

Algorithm 1: Optimized Data Routing for IoT-Driven Healthcare

Input: IoT data packets D, available paths P = {p;,p,, ..., p,,} latency thresholds L.,
Output: Optimized data routing path Py,
BEGIN
INITIALIZE P,y < @ and Cpyip <
FOR each path p; € P
IF (L; > L;y)then
Log ERROR: "Latency threshold exceeded for path (p;)"
ELSE
IF C; < Cpip then
Update Cpin < C;
Calculate routing cost C; = R; - L;
Update P,,; < p;
END IF
END IF
END FOR
IF P,,; = @ then

Log ERROR: "No feasible routing path found"
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RETURN failure
ELSE

RETURN P,
END IF

END

Algorithm 1 The data routing optimization technique is intended to improve the effectiveness of
communication in healthcare systems powered by the Internet of Things. Its inputs include
available communication channels, latency thresholds, and IoT data packets. The optimal path
(Popt) with the lowest cost that satisfies the latency threshold is chosen by the algorithm after
evaluating each path and computing latency and routing cost. Errors are recorded for paths that are
not practicable or that violate restrictions if no path meets the criteria. By constantly adjusting to
network conditions, the method guarantees smooth, low-latency data transmission, facilitating
dependable real-time communication between cloud systems, fog nodes, and IoT devices for
effective healthcare monitoring.

3.5 Performance Metrics

Latency, energy consumption, throughput, scalability, accuracy, and reliability are performance
indicators in IoT-driven healthcare systems that use fog computing, AI models, and data routing
algorithms. For real-time decision-making, latency quantifies the amount of time it takes to analyze
and transmit data. The system's power efficiency is assessed by energy consumption, which is
important for Internet of Things devices with constrained resources. Throughput evaluates the
system's capacity to manage substantial amounts of medical data. Scalability guarantees that the
system can handle an increasing number of IoT devices. While dependability focuses on the
system's uptime and robustness in unpredictable contexts, accuracy shows how well Al models
anticipate health consequences.

Table 1: Performance Comparison of IoT-Driven Healthcare Systems Using Fog
Computing, AI Models, and Data Routing Algorithms.

Performance Fog Al Models Data Routing Combined
Metric (Unit) Computing Algorithms Method (Fog +
Al + Data
Routing)
Latency (ms) 120.5 85.3 60.7 30.2
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Energy 3.2 1.5 0.8 2.1
Consumption (J)

Throughput 1,500.6 3,200.4 4,800.9 7,500.2
(bps)

Scalability 750.8 1,500.3 2,200.9 4,500.7
(devices/sec)

Accuracy (%) 90.2 92.4 88.6 96.8
Reliability (%) 97.1 94.5 98.3 99.6
Network Load 150.4 220.8 310.9 450.7
(KBps)

Table 1 contrasts the effectiveness of an Internet of Things-based healthcare system that uses data
routing algorithms, fog computing, and Al models for in-the-moment decision-making. Important
parameters like as latency, energy usage, throughput, scalability, accuracy, dependability, and
network load are assessed for both the individual and combined approaches. The table 1 illustrates
the advantages of a comprehensive strategy in real-time healthcare monitoring systems by
highlighting the improvements made by combining different techniques, particularly in latency
reduction, throughput enhancement, and scalability.

4. RESULT AND DISCUSSION

Significant advancements over earlier models are shown by the suggested IoT-driven healthcare
system that makes use of fog computing, Al models, and data routing algorithms. The comparative
chart demonstrates how well the Proposed (Fog + Al + Data Routing) approach performs across
the board, but especially in Latency, Throughput, Accuracy, Precision, Recall, and Reliability. In
contrast to other models, the system achieves a latency of 30.2 ms, which is critical for real-time
healthcare applications. Additionally, its 96.8% accuracy, 97.0% precision, and 96.0% recall
outperform earlier systems, guaranteeing greater dependability and more precise diagnoses.
Real-time decision-making is made more effective by the proposed system's lower latency and
higher throughput, and reliable healthcare delivery is guaranteed by its improved 99.6% reliability.
Through quicker and more accurate interventions, this combination of [oT, fog computing, Al, and
optimized data routing provides a low-latency, highly scalable, and effective solution for
healthcare monitoring systems, improving patient outcomes. According to these findings, this
strategy has the potential to revolutionize healthcare delivery by providing more context-aware,
adaptive, and predictive care options.
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Table 2: Comparison of IoT-Driven Healthcare Systems Using Fog Computing, AI Models,
and Data Routing Algorithms.

Methods Latency | Accuracy | Precision Recall Reliability
(ms) (%) (%) (%) (%)
Fog + IoT — Nayyar et al. | 120.5 90.2 91.1 89.5 97.1
(2019)
Fog + Deep Learning — | 130.0 91.5 92.0 90.0 97.5
Tuli et al. (2020)
Fog Health — Wadhwa & | 110.2 92.0 92.8 91.2 97.0
Aron (2018)
[oT + Fog — Mutlag etal. | 125.0 91.3 92.4 90.6 97.3
(2019)
Smart Fog Health — 115.0 92.8 93.2 91.8 97.4
Mahmud et al. (2020)
Fog Mgmt — Emami 118.7 92.5 93.5 91.0 97.6
Khansari & Sharifian
(2019)
[oT + ML — Al-Dhief et 122.3 93.0 94.0 92.0 97.8
al. (2020)
Fog + Al + Routing — 30.2 96.8 97.0 96.0 99.6
Proposed

The Table 2 uses important performance criteria to compare several loT-driven healthcare systems
that use fog computing, Al models, and data routing techniques. With the lowest latency (30.2
ms), the highest accuracy (96.8%), precision (97.0%), recall (96.0%), and reliability (99.6%), the
suggested Fog + Al + Routing methodology performs noticeably better than current techniques.
Systems based on IoT and traditional fog have lesser accuracy (90.2-93.0%) and higher latency
(110.2-130.0 ms). Models for Al and machine learning enhance performance, but none are as

effective as the suggested approach. This demonstrates the value of combining Al with efficient
routing to improve healthcare applications.
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Figure 2: Performance Comparison of IoT-Driven Healthcare Systems Using Fog
Computing, AI Models, and Data Routing Algorithms.

Figure 2 uses fog computing, Al models, and data routing algorithms to compare the performance
of many loT-driven healthcare systems. The following important metrics are highlighted:
accuracy, precision, recall, and reliability. The suggested Fog + Al + Routing system provides the
best accuracy (96.8%), precision (97.0%), recall (96.0%), and dependability (99.6%) among all
the models that have been used before. While they are competitive, other models like Fog Health,
Smart Fog Health, and IoT + ML perform worse. The outstanding metrics of the proposed system
highlight its effectiveness, dependability, and ability to make decisions in real time, making it the
best option for advanced healthcare monitoring and diagnosis.

Table 3: Ablation Study Evaluating the Impact of Each Component on Performance.

Model Latency | Throughput | Accuracy | Precision Recall | Reliability
Component (ms) (bps) (%) (%) (%) (%)
Al Models 85.3 3,200.4 924 93.2 91.5 94.5
Only
Fog 120.5 1,500.6 90.2 91.0 88.5 97.1
Computing
Only
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Data 60.7 4,800.9 88.6 89.0 87.9 98.3
Routing
Algorithms
Only

Fog + Al 93.0 4,000.6 94.2 94 .4 92.5 98.0
Models

Fog + Data 81.6 5,500.3 93.1 93.8 91.0 99.2
Routing

Al + Data 74.1 6,000.0 94.8 95.0 93.0 98.5
Routing

Fog + Al + 30.2 7,500.2 96.8 97.0 96.0 99.6
Data
Routing
(Proposed)

Table 3 shows a ablation study that examines how Al models, fog computing, and data routing
algorithms affect the functionality of healthcare systems. With the lowest latency (30.2 ms),
maximum throughput (7,500.2 bps), and superior accuracy (96.8%), the proposed Fog + Al + Data
Routing model produces the best results. Although data routing and Al improve performance on
their own, when combined with fog computing, efficiency is maximized. According to the report,
integrating these technologies guarantees optimal real-time healthcare solutions, enhancing
accuracy, reliability, and decision-making.

Al Models Fog Data Routing  Fog + Al Fog + Data Al + Data Fog + Al +
Only Computing  Algorithms Models Routing Routing  Data Routing
Only Only (Proposed)

METHODS
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Figure 3: Effects of Al, fog computing, and data routing on the functionality of healthcare

systems.

Figure 3 compares the performance of several model components, such as data routing, fog
computing, Al models, and their combinations. Performance parameters including accuracy,
precision, recall, and dependability are shown on the y-axis, while various configurations are
represented on the x-axis. A particular measure is represented by each colored bar. Outperforming
all other models, the suggested model (Fog + Al + Data Routing) achieves the greatest values for
every parameter. Accuracy, precision, and recall (blue, orange, and gray bars) differ among
models, whereas reliability (yellow bars) is constantly high. The findings show that combining
fog, Al, and data routing greatly improves system performance.

5. CONCLUSION

By integrating fog computing, Al models, and data routing algorithms, the suggested loT-driven
healthcare system greatly improves the scalability, efficiency, and dependability of real-time
healthcare monitoring. In important parameters including latency, throughput, precision, recall,
and dependability, the system outperforms prior methods, with an overall accuracy of 96.8%.
Better patient outcomes are ensured by the high accuracy (96.8%) and short latency response (30.2
ms), which help with more precise diagnosis and prompt therapies. This approach provides a viable
path for predictive, adaptive, and context-aware healthcare delivery systems that can revolutionize
healthcare procedures by offering a scalable, effective, and precise real-time decision-making
solution.
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